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Scenario

The Pandemic Influenza of 1918 (from: World Health Organization, 2018). Coronavirus and Ebola Together Test (from: The Wall Street Journal, 2020). Zika virus. (from: The Telegraph, 2016).

LS e )
33rd International Conference on Legal Knowledge and Information Systems !:i:!de!as dasl@?
December, 911, 2020 : =4




Scenario

COVID-19

CORONAVIRUS DISEASE 2019
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Scenario

COVID-19

CORONAVIRUS DISEASE 2019
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Blockchain Technology

Public Blockchain Permissioned Blockchain
Access Anyone Multiple Organizations
Authority Decentralized Decentralized
Consensus Permissionless Multi-party Consensus
Data Handling : Read and Write Access for Read and Write Access for
Anyone Multiple Organizations
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Health Data Sharing
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Brazilian Data Regulation

Purpose Limitation

Data Minimization

Brazil's

Data Protection Law

Data Anonymization

Transparency
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Data Governance

Data Governance is vital to
create a well-defined, secure,

transparent, and traceable

environment to share health.
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Data Governance

Problem

In order to identify the main
entities in the pandemic
scenario, we based our
approach on the Governance
Analytical Framework.

Principles

Nodal Social
Points Norms
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Blockchain and LGPD Data Governance
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Blockchain and LGPD Data Governance

[Non-functional requirements 1 [Actors By _ InteroperabilityCapability [NF requirements]
|Social Norms H |Prccesseslﬁ |Problem B]

+ APlAvailability() : void
+ GoNodeJavalmplementation() : void

|Remaining permissioned blockchain components B]

PrivacyConcerns [NF requirements]
consuits P>

+ dataAvailabilitylntraOrganization() : void
Healthinstitution [Actor] + dataAvailabilitylnterOrganization() : void

+ publishData() : void

+ read() : boolean
0.* + writhe() : boolean

A" Account TRetor Node ScalabilityConcerns [NF requirements]
;. * = il <l
Citizen [Actor] + publicKey : double E L. chanCopyLiint + energyConsumption() : void
- privateKey : double has P> + updatelocalCopy() : void + transactionSpeed() : void
+ read() : boolean + createTransaction() : void
+ requestDataValidation() : void 1 1
+ requestinspection() : void 1 1.*
0.% creates Aexecutes crea'tes
0.* - v 0.% ConsensusProtocol [Process]
1.* n
Data Transaction [Process] 0 0
Smart Contract [Social Norm: + checkBlockIntegrity() : void
-id 1int 10 ! d ! ! - data : Data + addBlockToChain() : void
- content : byte L | -id : int
0..% - timestamp : double
- fromPublicKey : int
1 + sendData() : boolean

+ requestData() : byte ve@es
LegalProse [Problem] T
lcalls
1.* v 1%
DataPipeline [Social Norm] Block [Process]
- transactions : Transaction [Process][] creates P - timestamp : double
requestData P> 14| + W"it;(()) :tig 1 1 Zgﬁ,r;ﬂi.‘;i?,"’;%(g'ﬁz : double
+ read() : voi b )
+ checkOrganizationRolePermission() : boolean - WS AEHERE ¢ TS Een [Pl
<S (A
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|Non-functional requirements lﬁ |Actors 'ﬁ _

|Socia| Norms H |Processeslﬁ |Problem 'ﬁ

InteroperabilityCapability [NF requirements]

lRemaining permissioned blockchain components '5|

+ APlAvailability() : void
+ GoNodeJavalmplementation() : void

consults P>

Healthinstitution [Actor]

+ read() : boolean

0.+ | +writhe() : boolean

Citizen [Actor]

+ read() : boolean
+ requestDataValidation() : void
+ requestinspection() : void

0..%

Data

-id :int

PrivacyConcerns [NF requirements]

+ dataAvailabilitylntraOrganization() : void
+ dataAvailabilitylnterOrganization() : void
+ publishData() : void

*
0. nnectBy P>
provige€ P
1
Account [Actor] Node
+ publicKey : double |- -t - chainCopy : int
- privateKey : double has P> + updateLocalCopy() : void
+ createTransaction() : void
1 1 1 1
creates < execdtes creavtes
Lt Transaction [Process]
Smart Contract [Social Norm]
- data : Data

- content : byte

0..*

1

LegalProse [Problem]

-id @ int
- timestamp : double
- fromPublicKey : int

+ sendData() : boolean
+ requestData() : byte

1
calls
v

1..*

requyeétData P>

DataPipeline [Social Norm]

requestData P>
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- transactions : Transaction [Process][]

creates P>

+ write() : void
+ read() : void

+ checkOrganizationRolePermission() : boolean

13

ScalabilityConcerns [NF requirements]

+ energyConsumption() : void
+ transactionSpeed() : void

ConsensusProtocol [Process]

+ checkBlockIntegrity() : void
+ addBlockToChain() : void

Block [Process]
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- timestamp : double

- perviousBlockHash : double

- blockHash : double

- transactions : Transaction [Process][]
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|Non-functional requirements lﬁ IActors H _ InteroperabilityCapability [NF requirements]
|Socia| Norms lﬁ |Processeslﬁ |Problem 'ﬁ

+ APlAvailability() : void
+ GoNodeJavalmplementation() : void

lRemaining permissioned blockchain components '5|

PrivacyConcerns [NF requirements]
consults P>

Healthinstitution [Actor]

+ dataAvailabilitylntraOrganization() : void
+ dataAvailabilitylnterOrganization() : void
+ publishData() : void

+ read() : boolean
0.+ | + writhe() : boolean

Account [Actor] Node ScalabilityConcerns [NF requirements]
Citizen [Actor] + publicKey : double 1 L. chainCopy : int + energyConsumption() : void
20 bool - privateKey : double has P> + updateLocalCopy() : void + transactionSpeed() : void
+ reaa() : boolean + createTransaction() : void
+ requestDataValidation() : void 1 1
+ requestinspection() : void 1 1.*
. 0 * creates < execdtes creavtes
0. - v 0..* ConsensusProtocol [Process]
1.* N
Data Transaction [Process] . .
S t Contract [Social N + checkBlockIntegrity() : void
Sid:int mart Contract [SoclalNorm] ~data : Data + addBlockToChain() : void
- content : byte -id :int
0..* - timestamp : double

- fromPublicKey : int

1 + sendData() : boolean

+ requestData() : byte reqyetData P> verifies

LegalProse [Problem]

1
calls
1.% v
DataPipeline [Social Norm] Block [Process]
- transactions : Transaction [Process][] creates P> - timestamp : double
- - - perviousBlockHash : double
requestData P> 1.+| + W"'tj(()) : VQ'(;’ 1 1 | - blockHash : double
+ read() : voi _ : . ;
+ checkOrganizationRolePermission() : boolean B GO § T -I GHo [IFA EEEE)
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|N0h-funCti0n6| requirements lﬁ IACtOI’S H _ InteroperabilityCapability [NF requirements]
ISociaI Norms H |Processeslﬁ |Problem 'ﬁ

+ APlAvailability() : void
+ GoNodeJavalmplementation() : void

IRemaining permissioned blockchain components '5|

PrivacyConcerns [NF requirements]
consults P>

+ dataAvailabilitylntraOrganization() : void
Healthinstitution [Actor] + dataAvailabilitylnter Organization() : void

+ publishData() : void

+ read() : boolean

0.* + writhe() : boolean = "
Account [Actor] Node ScalabilityConcerns [NF requirements]
1.%] - i v
Citizen [Actor] + publicKey : double 1 chainCopy : int + energyConsumption() : void
- privateKey : double has P> + updateLocalCopy() : void + transactionSpeed() : void
+ read() : boolean + createTransaction() : void
+ requestDataValidation() : void 1 1
+ requestinspection() : void 1 1.*
. 0 * creates Qexecures creavtes
0. - 0..* ConsensusProtocol [Process]
Data 1t Transaction [Process]
+ checkBlockIntegrity() : void
Sid:int ~ Smart Contract [Soclal Norm] ~data : Data + addBlockToChain() : void
- content : byte -id :int
0..* - timestamp : double
- fromPublicKey : int
1 + sendData() : boolean
+ requestData() : byte reqyetData B> verifies
LegalProse [Problem] T v
calls
1.* v
DataPipeline [Social Norm] Block [Process]
- transactions : Transaction [Process][] creates P> - timestamp : double
- perviousBlockHash : double
requestData P> 14| + wrlt:(()) : V°.'g 1 1]- glockHash : double
+ read() : voi : . :
+ checkOrganizationRolePermission() : boolean = Wransreloins & Tz eien [Fieeessll
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INon-functionaI requirements lﬁ IActors lﬁ _ InteroperabilityCapability [NF requirements]
[Social Norms Y [Processes By [Problem By

+ APlAvailability() : void
+ GoNodeJavalmplementation() : void

IRemaining permissioned blockchain components Bl

PrivacyConcerns [NF requirements]
consults P>

+ dataAvailabilitylntraOrganization() : void
Healthinstitution [Actor] + dataAvailabilitylnter Organization() : void

+ publishData() : void

+ read() : boolean

0..*% + writhe() : boolean = "
Account [Actor] Node ScalabilityConcerns [NF requirements]
Citizen [Actor] + publicKey : double 1 L. chainCopy : int + energyConsumption() : void
- privateKey : double has P> + updateLocalCopy() : void + transactionSpeed() : void
+ read() : boolean + createTransaction() : void
+ requestDataValidation() : void 1 1
+ requestinspection() : void 1 1.*
creates o execdtes creates
0..% 0..* \ 4
0..% ConsensusProtocol [Process]
Data Lt Transaction [Process] P .
Smart Contract [Social Norm + checkBlockintegrity() : void
-id :int - L ] - data : Data + addBlockToChain() : void
- content : byte -id :int
0.* - timestamp : double
- fromPublicKey : int
1 + sendData() : boolean
+ requestData() : byte reqyeStData B> verifies
LegalProse [Problem] T v
calls
1.* v
DataPipeline [Social Norm] Block [Process]
- transactions : Transaction [Process][] creates P> - timestamp : double
- perviousBlockHash : double
requestData P> Y ""r":(()) o 1 1| - Blockitash: double
+ read() : voi - ) )
+ checkOrganizationRolePermission() : boolean - transactions : Transaction [Process](]
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INon-functionaI requirements lﬁ IActors lﬁ _ InteroperabilityCapability [NF requirements]
ISocIaI Norms H |Processes|ﬁ IProbIem H

+ APlAvailability() : void
+ GoNodeJavalmplementation() : void

IRemaining permissioned blockchain components Bl

PrivacyConcerns [NF requirements]
consults P>

+ dataAvailabilitylntraOrganization() : void
Healthinstitution [Actor] + dataAvailabilitylnter Organization() : void

+ publishData() : void

+ read() : boolean

0..*% + writhe() : boolean = "
Account [Actor] Node ScalabilityConcerns [NF requirements]
Citizen [Actor] + publicKey : double 1 L. chainCopy : int + energyConsumption() : void
- privateKey : double has P> + updateLocalCopy() : void + transactionSpeed() : void
+ read() : boolean + createTransaction() : void
+ requestDataValidation() : void 1 1
+ requestinspection() : void 1 1.*
creates A execdres cregtes
0..% 0..* \ 4
0..% ConsensusProtocol [Process]
Data 1.t Transaction [Process]
: + checkBlockIntegrity() : void
-id :int jo—— Ll ol ) - data : Data + addBlockToChain() : void
- content : byte -id :int
0.* - timestamp : double
- fromPublicKey : int
1 + sendData() : boolean
+ requestData() : byte reqyeStData B> verifies
LegalProse [Problem] T v
calls
1.* v
DataPipeline [Social Norm] Block [Process]
- transactions : Transaction [Process][] creates P> - timestamp : double
- perviousBlockHash : double
requestData P> Y ""r":(()) o 1 1| - Blockitash: double
+ read() : voi - ) )
+ checkOrganizationRolePermission() : boolean - transactions : Transaction [Process](]
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INonAfunctionaI requirements lﬁ IActors lﬁ _ InteroperabilityCapability [NF requirements]
ISociaI Norms 'ﬁ |Processes H |Problem B‘

+ APlAvailability() : void
+ GoNodeJavalmplementation() : void

|Remaining permissioned blockchain components H

PrivacyConcerns [NF requirements]
consults P>

+ dataAvailabilitylntraOrganization() : void
Healthinstitution [Actor] + dataAvailabilitylnterOrganization() : void

+ publishData() : void

+ read() : boolean
0..*% + writhe() : boolean

Account [Actor] Node ScalabilityConcerns [NF requirements]
N - A
Citizen [Actor] + publicKey : double 1 L. ShanCopyAlint + energyConsumption() : void
- privateKey : double has P> + updatelLocalCopy() : void + transactionSpeed() : void
+ read() : boolean + createTransaction() : void
+ requestDataValidation() : void 1 1
+ requestinspection() : void 1 1.
0 * creates A execdres creavtes
0.* - 0.* ConsensusProtocol [Process]
1.%
Data Transaction [Process] ) .
: + checkBlockIntegrity() : void
-id :int Ll ol ) - data : Data + addBlockToChain() : void
- content : byte -id :int
0.* - timestamp : double
- fromPublicKey : int
1 + sendData() : boolean
+ requestData() : byte reqyeStData B> verifies
LegalProse [Problem] T v
calls
1.* v
DataPipeline [Social Norm] Block [Process]
- transactions : Transaction [Process][] creates P> - timestamp : double
- perviousBlockHash : double
requestData P> Y V‘”":(()) o 1 T | ~Blockbiash : double
+ read() : voi - ) )
+ checkOrganizationRolePermission() : boolean - transactions : Transaction [Process](]
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INon-functionaI requirements Iﬁ |Actors 'ﬁ _ InteroperabilityCapability [NF requirements]
|Socia[ Norms H |Processes|ﬁ |Problem 'ﬁ

+ APlAvailability() : void
+ GoNodeJavalmplementation() : void

IRemaining permissioned blockchain components '5|

PrivacyConcerns [NF requirements]
consults P>

P + dataAvailabilityIntraOrganization() : void
Healthinstitution [Actor] + dataAvailabilitylnterOrganization() : void

+ publishData() : void

+ read() : boolean
0..* + writhe() : boolean

~N" Account [Actor] Node ScalabilityConcerns [NF requirements]
P *| - i ol
Citizen [Actor] + publicKey : double : L. EnanCopyAInG + energyConsumption() : void
e | —N privateKey : double has P> + updatelocalCopy() : void + transactionSpeed() : void
+ reaa() : boolean + createTransaction() : void
+ requestDataValidation() : void 1 1
+ requestinspection() : void 1 1.*
. 0 * creates dexecures creavtes
0. - v 0.* ConsensusProtocol [Process]
1.* N
Data Transaction [Process] . .
S t Contract [Social N + checkBlockIntegrity() : void
id:int ~ mart Contract [Soclal Norm] ~data : Data + addBlockToChain() : void
- content : byte -id :int
0..* - timestamp : double
- fromPublicKey : int
1 + sendData() : boolean

+ requestData() : byte reqyetData P> verifies

LegalProse [Problem]

1
calls
1.% v
DataPipeline [Social Norm] Block [Process]
- transactions : Transaction [Process][] creates P> - timestamp : double
’ - - perviousBlockHash : double
requestData P> LA+ M't;(()) : Vo.'g 1 1 | - blockHash : double
+ read() : voi _ : . ;
+ checkOrganizationRolePermission() : boolean T G Ty G o I e =)
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Conclusion

LGPD based blockchain architecture.

Blockchain is a promising technology for data sharing.

COVID-19 application.

First step towards technology model for data regulation compliance.

Further approaches would use this architecture in other health scenarios.
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Thank you

Paulo Henrigue Alves - palves@inf.puc-rio.br
PUC-Rio, Brazil, 2020

S8 — S (A e
o A PG ANCA 33rd International Conference on Legal Knowledge and Information Systems !\i,!de!as ddsl&l/:)
| December, 9-11, 2020 : =4


mailto:palves@inf.puc-rio.br

